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CLASSIFIED POUCH BREACHES 
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(Office of Origin: DS/C/DC) 



12 FAM 131 APPLICABILITY 

(CT:170; 10-19-2011) 

This subchapter applies to "classified pouch breaches" and "classified pouch 
security incidents." Both situations include an interruption of cleared U.S. -citizen 
custody that may result in unauthorized individuals gaining access to a classified 
diplomatic pouch. (See 12 FAM 551.2 for security incident definition.) Examples 
of "classified pouch breaches" include, but are not limited to, missing classified 
diplomatic pouches, lost classified diplomatic pouches, and unauthorized opening 
of classified diplomatic pouches. Examples of a "classified pouch security incident" 
include, but are not limited to, x-ray, canine scent detection, metal detectors, 
contact explosive detection, or any circumstance which may risk the inviolability of 
the classified diplomatic pouch (see 12 FAM 125 and 14 FAH-4 H-213.2-5). 



12 FAM 132 RESPONSIBILITIES 

(CT:DS-170; 10-19-2011) 

a. Each individual involved in a "classified pouch breach" incident has a set of 
responsibilities. 

b. The professional diplomatic courier must: 

(1) Contact the regional security officer (RSO) at the post where the incident 
occurred; 

(2) Contact the information programs officer (IPO) or classified diplomatic 
pouch control officer at the post where the incident occurred; 

(3) Contact the nearest regional diplomatic courier officer (RDCO) to report the 
incident; 

(4) Contact the desk officer responsible for the trip; and 

(5) Fulfill Bureau of Diplomatic Security (DS) requirements for submitting Spot 
Reports. The reporting format and instructions appear on the DS Intranet 
site. 

c. The contacted regional diplomatic courier office[r] (RDCO) must: 

(1) Report the incident to the Office of the Diplomatic Courier Service 
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DS/C/DC; 

(2) Report the incident to the diplomatic courier's RDCO; 

(3) Coordinate with the RSO at all posts where the compromise may have 
occurred; 

(4) Contact the RSO, IPO, and the PCO (pouch control officer)at the post of 
origin; 

(5) If possible, contact the customer to determine the material(s) inside the 
classified diplomatic pouch; and 

(6) Prepare a disposition report for the Diplomatic Pouch and Mail Division 
(PMP/DPM). 

d. The regional security officer (RSO) must: 

(1) Send a Spot Report to the DS Command Center (DS/TIA/CC); 

(2) Fully investigate the incident; 

(3) Supply report findings to the RDCO, DS/C/DC, and PMP/DPM, as 
appropriate; and 

(4) Report the incident to the Office of Investigations and Counterintelligence 
(DS/DO/ICI) and the Program Applications Division (DS/IS/APD). 

e. The information program officer (IPO) must: 

(1) Track the classified diplomatic pouch contents; and 

(2) Determine the originator and forward the information to the RDCO. 

NOTE: The Spot Report reporting format and instructions appear on the DS 
Intranet site. 

f. The post's IPO must determine all originators of diplomatic pouch contents, 
including those from other agencies, and immediately inform them of the 
possible compromise. (NOTE: At posts where DS/C/DC has pouching 
responsibility, DS/C/DC must make the notifications instead of the IPO). 

g. Nonprofessional couriers and courier escorts must report incidents immediately 
via their chain of command, and to any DS officer they are able to contact, in 
order to mitigate any possible security compromise. 

12 FAM 133 INVESTIGATIONS 

(CT:DS-170; 10-19-2011) 

In response to the 12 FAM 132, regional security officer (RSO) reporting 
requirements on classified diplomatic pouch out-of-control situations: 

(1) DS/IS/APD evaluates the incident to determine whether or not a security 
incident occurred; 
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(2) DS/DO/ICI must report all known facts to the Professional Responsibility 
Division (DS/ICI/PR) for review; 

(3) DS/C/DC and the RSO must independently (or jointly if they reach a 
consensus) provide DS/ICI/PR with all necessary facts to determine if the 
incident was due to employee error; and 

(4) The DS/C/DC Office Director, or the director's designated representative, 
may restrict a diplomatic courier from any further travel or request that the 
post cancel a nonprofessional diplomatic courier letter on a case-by-case 
basis depending upon the seriousness of circumstances surrounding the 
incident. 

12 FAM 134 DISCIPLINARY ACTION 

(CT:DS-170; 10-19-2011) 

a. A "classified diplomatic pouch out-of-control" incident may constitute a security 
violation. Any culpability on the diplomatic courier's part is regarded as a 
serious security breach. 

b. Security incidents concerning diplomatic couriers must be handled in 
accordance with 12 FAM 550. Any disciplinary action taken must comply with 
12 FAM 557.3. 

c. Failure to comply with 12 FAM 130 may result in additional disciplinary action. 
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